MamaTka
Ana obyyvarwmxeca o6 nHcpopmaLMoHHOM Ge3onacHOCTU AeTeun

HENb3A

1. Bcem nogpsg coobLuaTh CBOK YacTHYH MHOpMaUUIo (HacTosawme nms, doamununio, TenedoH,
aZpec, Homep LLUKOMbI, a Takke poTorpadumn cBou, CBOeN CEMbU U Apy3ent);

2. OTKpbIBaTb BNOXEHHble ddalnbl 3NEeKTPOHHOM NOoYThl, Korda He 3Haellb OTnpaBUTeNs;
3. MpybuTb, NnpuanpaTtbCs, OkasbiBaTh AaBeHMe — BECTU cebsl HEBEXMBO N arpeCcCUBHO;

4. He pacnopsikarics oeHbramm TBoen cembin 6e3 paspeLleHuns cTapLluunx - Bcerga cnpalinean
poauteneu;

5. He BcTpeyancs ¢ IHTepHeT-3HakoMbIMK B peasnibHOM XXN3HU - NMOCOBETYNCS CO B3POCHbIM,
KOTOpPOMY JOBepsiellb.

OCTOPOXHO

1. He Bce nuwyT npaegy. YnTtaewwb o cebe Henpaeay B VIHTepHETE — cO06LLM 06 3TOM CBOUM
pOAUTENSIM MU ONEKYHaM;

2. MpuvrnawatoT nepenuceiBaThCs, Urpatb, OOMeHMBaTLCS - NPOBEPb, HET N NOABOXA;
3. He3akoHHoe KonvpoBaHue annos B VIHTepHeTe - BOPOBCTBO;
4. Bcerga paccka3sbiBar B3pOCnbiM O Npobrnemax B CETU - OHM BCEraa nomoryT;

5. Vicnonb3yii HacTpoikn 6e3onacHoCTM 1 NPMBATHOCTM, YTOObI HE NOTEPSITL CBOU akkayHTbl B
coLceTaX M Apyrix nopTanax.

MOXHO

1. YBaxan gpyrmx nonb3oBaTenen;
2. MNonb3yelwbcs NHTEPHET-MCTOYHUKOM - Aefnan CCbIfKy Ha Hero;
3. OTKpbIBalM TONbLKO TE CChINKU, B KOTOPbIX YBEPEH;

4. O6uwaTbCs 3a NOMOLLIO B3POCHbIM - POAUTENM, ONEKYHbI M aAMUHUCTPaLUS caiToB Bceraa
MOMOryT;

5. Mponamn obydeHne Ha carte «CeTeBMYOK» U NOMy4Yn NacnopT undpoBoro rpaxaaHmHal

MHdopmaunoHHasa namMaTKa ana odbyyarwmxca Ans pasmMeLleHmns Ha
opmumanbHbIX UHTEepHET-pecypcax

C kaxxgblM ro4oM MONOAEXM B UHTEPHETE CTAaHOBMUTCA Gonblue, a LUKOMbHUKN O4HU U3 CaMbIX
aKTUBHbIX Nonb3oBartenen PyHeTa. Mexay TemM, TOMUMO OrpOMHOrO KONM4ecTBa BO3MOXHOCTEN,
WHTEepHeT HeceT U NpobnemMbl. 3Ta NamsaTka AormkHa nomoyb Tebe 6e3onacHo HaxXoaAMTLCS B CETU.

KomMnbloTepHble BUPYChI

KoMnbloTepHbIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMbLIOTEPHbIX NPOrpamm, OTIIMYUTENbHO
0COBEHHOCTbLIO KOTOPOW ABNSIETCS CMOCOBHOCTb K pa3MHOXEHMI0. B foNonHeHWe k 3ToMy, BUPYChI
MOTyT NOBPEAUTb UMM NOMHOCTbLIO YHUUTOXMTb BCE (halsbl U AaHHbIE, MOAKOHTPOSIbHbIE
nonb3oBaTento, OT MMeHW KOToporo Bbina 3anyLeHa 3apaxxeéHHas nporpaMmma, a Takke NoBpeaunTb



UMK aaxe YHUUTOXUTb OMepaLvoHHY0 CUCTEMY Co Bcemu dhainamm B Lienom. B GonbLiMHcTee
cryyaeB pacrnpoCTPaHATCS BUPYChl Yepe3 UHTEPHET.

MeToabl 3alnTbl OT BPEOOHOCHbIX NMporpamMm:

1. Vicnonb3yit coBpeMeHHble onepaLyuoHHbIe CUCTEMBI, UMELLIME CEPbE3HbIN YPOBEHb 3alLMTbI OT
BPEOOHOCHbIX MPOorpamm;

2. [NocTosHHO ycTaHaBnuBam nayvTn (LMdpoBble 3annaTtku, KOToOpble aBTOMaTUYECKN
yCTaHaBNMBAOTCA C LieNbio AopaboTKy NporpamMmbl) U pyrne oOHOBIEHMSA CBOEN OnepauLoHHON
cuctembl. CkaumBan UX TONMbKO € odnumanbHoro canTa paspabotynka OC. Ecnu cywecTtsyet
PEeXUM aBTOMaTUYECKOrO OOHOBIEHUS, BKIHOYM ETO;

3. PaGoTali Ha cBoeM KoMMboTepe nof npaBamMu Nonb3oBaTens, a He aaAMMHUCTpaTopa. JTo He
Mo3BONUT BGONbLUMHCTBY BP€OOHOCHbIX NPOrpamMm MHCTaNNMPOBaTbCs Ha TBOEM NepPCOoHabHOM
KoMnbloTepe;

4. Vicnonb3yih aHTUBUPYCHbIE NPOrpaMMHble NPOAYKTbI M3BECTHLIX NPOU3BOAUTENEN, C
aBToMaTU4YecKknmM obHoBneHnem bas;

5. OrpaHnydb u3nMYeckmini JOCTYN K KOMMNBIOTEPY AN MOCTOPOHHMX ML,

6. Micnonb3yin BHeLLHME HocUTeNN NHopMaLnn, Takue Kak doreLlka, AMCcK unu gann ns MHTepHeTa,
TOMNbKO U3 NPOBEPEHHbLIX UCTOYHWUKOB;

7. He oTKkpbiBan KOMMbOTEPHbIE dannbl, NOSTyYEeHHbIE U3 HEHAAEXHbIX UICTOYHUKOB. [axe Te
Goainbl, KOTOpbIE NpPUCHan TBOM 3HAKOMbIW. Jlydlle YTOYHM Y Hero, OTNpasnsan nm oH Tebe nx.

Cetn WI-FI

Wi-Fi - 310 He BMA nepedayn gaHHbIX, HE TEXHONOMS, a BCero nub 6peHa, mapka. Ewe B 1991
rogy HugepnaHgckas komnaHus 3apernctpupoana 6peHg «WECA», yto o603Hayano
cnosoco4veTaHune «Wireless Fidelity», koTopbIn nepeBoanTcs Kak «6ecnpoBogHast TOMHOCTbY.

[o Hawero BpeMeHu goLuna apyras abopesnartypa, KoTopas SBNsieTCs TakoW e TeXHONornen. 1o
abbpesunatypa «Wi-Fi». Takoe Ha3BaHMe ObINIO 4AHO C HAMEKOM Ha CTaHAapPT BbICLUMIA 3BYKOBOW
TexHukn Hi-Fi, 4TO B nepeBoae 03HavYaeT «BbICOKasi TOYHOCTbY.

[a, becnnaTHbIA MHTEPHET-AOCTYN B Kadpe, OTENSAX N a3ponopTax SBNAETCS OTIIMYHOWN
BO3MOXXHOCTbIO BbIX04a B UHTEPHET. HO MHOIMMe aKkcnepThbl cYnTatoT, 4YTo obenoctynHble Wi-Fi
CeTun He ABNsATCA 6e30nacHbIMMU.

CoseTbl No 6e3onacHoCTM paboTe B 0bwwenocTynHbix ceTax Wi-fi:

1. He nepegaBali cBoto NnyHyo nHdopmaumio Yepes obuwenoctynHblie Wi-Fi cetu. PaboTas B HuX,
XenartenbHO He BBOAUTb NMaponiv AOCTyNa, NIOrMHbI U Kakne-TO HOMepa;

2. Vicnonbayii n 06HOBNA aHTUBMPYCHbIE Nporpammbl M 6paHamayap. Tem cambiM Tbl 0Ge3onacuilb
cebs OT 3aKayky BUpyca Ha TBOE YCTPOMCTBO;

3. Mpu ncnonbsoBaHmn Wi-Fi oTknoun dpyHkumo « OBLwmn ocTyn K dpannam n npuHtepamy. [JaHHas
PYHKLMS 3aKpbiTa N0 yMOMYaHWI0, OOHAKO HEKOTOpLIE NOMb30BaTENN akTUBMPYIOT €€ Ans yaobcTea
MCcnonb3oBaHus B paboTte unm ydebe;

4. He ncnonbayn nyénunynbii WI-FI gns nepegaym nudHbIX 4aHHbIX, HAanpuMep Ans Bbixo4da B
coumanbHble CETU UMK B 3NEKTPOHHYIO0 NOYTY;

5. Mcnonb3y Tonbko 3almweHHoe coeauHeHne Yepesd HTTPS, a He HTTP, T.e. npu Habope Beb6-
agpeca BBoaM UMeHHO «https://»;

6. B MmobunbHoM TenedoHe oTknoum yHkumo «lMoakntodeHme k Wi-Fi aTomaTudecku». He
Aornyckan aBToMaTUYECKOro NoakmnoyeHns yctponcrtaa k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble cetn

COLLI/IaJ'IbeIe CETN aKTUBHO BXOAAT B HaALUY XXM3Hb, MHOrne nogn pa60Tar0T N XKNBYT TaM
NOCTOSIHHO, a B Facebook yxe 3apeructpnposaH Munnuap YenoBek, YTo ABMsieTcs 04HON ceabMOM
BCEX XuTeneu nnaHeTbl. MHOrMe nonb3oBaTeny He MOHMMAIOT, YTO MHOPMaLUS, pa3MeLLeHHast
MMM B coumMarnbHbIX CeTSX, MOXeT OblTb HalaeHa 1 UCMoNb30BaHa KeM YrogHo, B TOM YuChe He
06sa3aTenbHO ¢ 6naruMm HamepeHUsMU.



OcHoBHble coBeTbl M0 6e€30MacHOCTU B coLMarbHbIX CETAX:
1. OrpaHunyb cnvcok apy3en. Y 1ebs B Apy3bax HE OOSMKHO ObiTb CyYaMHbIX U HE3HAKOMBbIX NoAeN;

2. 3awmiian cBOK YacTHYH Xn3Hb. He ykasbiBain naponu, TenedoHsl, agpeca, gaty TBOEro
POXAEHWSA U OPYIYIO0 NIUYHYI0O MHpOPMaALMIO. 3NOYMbILLIIEHHUKN MOTYT UCMOSb30BaTh JaXe
MHdOPMaLMIO O TOM, Kak Tbl M TBOW poaUTENU NfaHNpyeTe NPOBECTUN KaHUKYIbI;

3. 3awmwan ceol penyTauuio - epXKu ee B YUCTOTE 1 3agaBan cebe Bonpoc: XoTen Obl Tbl, YTOObI
Apyrue nonb3oBaTeny BUOENMU, YTo Thbl 3arpyxaewwb? [Nogyman, npexae Yem YTo-To onyornmnkoBaTb,
HanucaTb 1 3arpy3unTb;

4. Ecnu Tbl rOBOpULLb C NOABMU, KOTOPbIX HE 3HAELLb, HE UCMOSb3YI CBOE pearibHOE UMS U OpYryto
NMYHYIO0 MHDOPMALIMK: UMSI, MECTO XXMUTENbCTBA, MECTO y4ebbl U Npoyee;

5. N3beran pasmelleHus doTorpaduin B IHTepHeTe, rae Tbl N3obpaXeH Ha MeCcTHOCTM, MO KOTOPOK
MOXHO OnpeaenuTb TBOE MECTOMOSIOXEHWE;

6. MNpun pernctpauum B coumanbHON ceT He0BX0ANMO UCNONb30BaTh CMOXHbLIE NAPOSM, COCTOSLLME
13 6yKB 1 UMP U C KONMMYECTBOM 3HAKOB HE MeHee 8;

7. ina coumnanbHOM ceTn, NOYTbI U APYrMX CakTOB HEOOXOAMMO UCMONBL30BaTh Pa3HbIE NAPOSW.
Torpa ecnu Te65 B3NoOMatoT, TO 3MOYMbILLNEHHUKM NOMy4aT JOCTYN TOMBbKO K OAHOMY MECTY, a He BO
BCe cpasy.

OnNeKTPOHHbIE AEHbMN

aﬂeKTpOHHble OEHbI'M — 3TO O4Y€eHb yD,O6HbIIZ crnocob nnarexen, ogHaKko CyLeCTBYHOT MOLUEHHUKN,
KOTOPbIE XOTAT NONYYNUTb 3TN OEHbIW.

OnEeKTPOHHbIE AEHbMM MOSIBUIIMCL COBCEM HEAABHO M UMEHHO M3-3a 3TOrO BO MHOTMMX roCyAapcTBax
[0 CVX MOpP He NPOMMCAaHO NPO HKX B 3aKOHaX.

B Poccum e oHM OyHKLMOHMPYIOT U O HUX YKe MPONMCcaHo B 3aKOHE, rae Ux pasaensioT Ha
HECKOJIbKO BUAOB - aHOHMMHbIE Y HE aHOHVUMHbIE. PasHuLa B TOM, YTO aHOHUMHbIE - 3TO Te, B
KOTOPbIX pa3peLuaeTcs NPOBOAMTbL onepaumn 6e3 naeHTudukaumum nonsb3oBartens, a B
HeaHOHVMHbIX UaeHTUUKaLMM NoNb3oBaTens sBnseTcs 06s3aTenbHOMN.

Takke crneayeT pasnuyatb 3NEKTPOHHbIe omaTHble AeHbrn (paBHbl rOCYAapCTBEHHbBIM BantoTaMm) 1
3NEeKTPOHHbIE HedmaTHbIE AEeHbM (HE paBHbI FOCY4apPCTBEHHbIM BantoTam).

OcHoBHble coBeTbl N0 6e3onacHon pa60Te C SNMEKTPOHHbIMU AE€HbraMmu:

1. MNpuBSXKKU K cHETY MOBUNBHLIN TenedoH. OTO caMbln YA0OHbIV U ObICTPbIN CNOCOD BOCCTAHOBUTL
AOCTYN K cyeTy. [NpuBa3aHHbIA TeredoH NOMOXET, ecnv 3abyaellb CBOW MraTeXHbIN Naposib Uin
3angellb Ha CanT C HE3HAKOMOro YCTPOWCTBA;

2. icnonk3yn ogHopasoBble naponu. Nocne nepexoaa Ha yCUNEHHYH aBTopu3aaLmio Tebe yxe He
OygeT yrpoxaTb ONacHOCTb KpaXKu Unn nepexeBaTa NnaTeXxHoro napons;

3. Bbibepu crnoxHbii naporb. MNMpecTynHukam OyaeT He NPOCTOo yragaTb CrOXHbIA Naporb.
HagexHble naponu — 3To Naponu, KOTopble coaepKaT He MeHee 8 3HAKOB W BKINOYAKT B cebs
CTPOYHbIE 1 NPONUCHbIE OYKBbI, LIMPbI M HECKONBKO CMMBOIIOB, TakMe Kak 3Hak gonnapa, yHTa,
BOCKNuMUaTenbHbI 3HaK 1 T.n. Hanpumep, StRONg!;;

4. He BBOAM CBOM NUYHbIE AaHHbIE HA CanTax, KOTOPbIM HE JOBEpPSELLb.
OneKkTpoHHas noyta

OneKTpoHHas noyTa — 3TO TEXHOMOrMA 1 NpefocTaBnsiemMble el YCnyr no nepecoisike u
NONYYEHUIO SMEKTPOHHBIX COOBLLEHNI, KOTOPLIE pacnpenenstTcs B KOMNbIOTEPHOM ceTh. OObIYHO
SMNEKTPOHHbIN MOYTOBbLIV ALLMK BbIMAAUT CReayoLwmMm odpa3om: MMsa_Nonb3oBaTensa@ums_AOMeHa.
Tarkke KpoMe nepeaaym NPOCTOro TEKCTa, MMEEeTCsl BO3MOXHOCTb nepeaaBaTth hannb.

OcHoBHbIe coBeTbl MO Ge3onacHoN paboTe ¢ NEKTPOHHON MOYTOMN:

1. Hapo BbIGpaTth NpaBusibHbIA NOYTOBLIN CEPBUC. B MHTEPHETE €CTb OrPOMHBbIV BbIGOP GecnnaTHbIX
NMOYTOBLIX CEPBMCOB, OAHAKO Ny4lle AOBEPATb TEM, KOro 3Haelllb U KTO NepBbli B PEUTUHTE;

2. He ykasbiBan B IMYHOM nNoyTe NU4Hyo nHdpopmaumio. Hanpmumep, nyywe Bobibpatb
«My3blKanbHbIN_hbaHaT@» unmn «pok2013» BmMecTo «Temal3y;



3. Mcnonb3yn aByxaTanHyo aBTopm3auuio. 3To Korga NoMMMO Naporist HY»KHO BBOAWUTL KOA,
npucelniaemMsbii no SMS;

4. Boibepun cnoxHbin naponb. [nsa Kaxaoro nodYToBOro siLMKa A0SMKEH ObiTb CBOWM HAOEXHbIN,
YCTONYMBLIN K B3[IOMY Napornb;

5. Ecnun ecTb BO3MOXHOCTb Hanucatb CaMOMy CBOM JIMYHbIA BONPOC, MCMOMb3YN 3Ty BO3MOXHOCTb;

6. Micnonb3yin HECKONbKO MOYTOBbIX AWMKOB. [1epBbli AN YacTHOW Nepennckn ¢ agpecartamu,
KOTOPbIM Thbl 4OBEpPSiELllb. ATO 3NMEKTPOHHbIN afpec He HaAo UCMONb30BaTb NpPU perncTpaumm Ha
dopymax 1 cantax;

7. He oTkpblBaw thainbl U gpyrme BrOXeHWs B NMCbMaxX AaXke eCriv OHU NPULLAK OT TBOUX APY3€EN.
Jlydlue yTOYHKN Y HUX, OTNPaBNSANN N OHK TeGe 3TK dannbl;

8. MNMocne okoH4YaHWst paboThbl HAa MOYTOBOM CEPBMUCE Nepes 3aKpbiTUEM BKITaOKM C cakiToM He 3abyapb
HaXkaTb Ha «BbInTU».

Kn6epOynnuHr nnu BupTyarnbHoe 13aeBaTenbCTBO

KnbepbynnuHr — npecnenoBaHne cooOLEHNsIMU, coaepKalLumMmMm ockopbneHus, arpeccuto,
3anyrmBaHue; XynuraHcTeo; colmanbHoe 6OMKOTUPOBaHNE C MOMOLLLIO PasfnNYHbIX UHTEPHET-
CEepBUCOB.

OcHoBHbIe coBeThl M0 6opbbe ¢ knbepObynnnHrom:

1. He 6pocalicsi B 6014. Jlyyumin cnocob: mocoBeTOBaTLCS Kak cebs BECTU U, €CNn HET TOro, K KoMy
MOXXHO 0BpaTuUTLCS, TO BHA4arne ycrnokouTtbesi. Ecnm Tbl HauHeLLb oTBeYaTh OCKOPONEHUsIMU Ha
OCKOpOGeHus, TO TOMbKO eLle BornbLle pa3oxoKellb KOHMINKT;

2. YnpaBnsu cBoewn knbeppenyTtauunen;

3. AHOHUMHOCTb B CETM MHUMAaS. CyLLl,eCTByI-OT €nocobbl BbIACHUTb, KTO CTOUT 3@ @HOHUMHbIM
dKKayHTOM;

4. He cTonT BECTU XyNUraHckuin obpas BUpTYyanbHOM XM3HU. IHTEpHET hrKeupyeT Bce TBOU
OENCTBUS U COXpaHSET UX. YoanuTb ux OyaeT KpariHe 3aTpyAHUTENbHO;

5. CobGntogan cBov BUPTYarbHY YeCcTb CMONoAy;

6. VIrHopupy eanHn4YHLIN HeraTue. OgHOpa30oBble OCKOPOUTENbHBLIE COOBLLIEHNS NyYLle
urHopmpoBaTb. OBbIYHO arpeccus NpekpalaeTcs Ha HayanbHOW CTaauuy;

7. baH arpeccopa. B nporpamMmmax obMeHa MrHOBEHHbIMM COOBLLIEHNSIMU, B COLMANbHbIX CETSIX ECTb
BO3MOXHOCTb 6HOKI/IpOBKI/1 oTnpaBkn coobLLeHnn ¢ onpepaeneHHbIX agpecos;

8. Ecnu Tbl cBMaeTenb knbepOynnuHra. TBon AencTBMS: BLICTYNUTL NPOTUB NpecregoBaTens,
nokasaTtb emy, YTO ero AerCTBUSA OLIEHNBAOTCA HEraTMBHO, NOAAEPKATL XKEPTBY, KOTOPOMN HYXKHA
ncuxosiornyeckasi NOMOLLb, COOBLLMTbL B3POCNbIM O (hakTe arpeCcCUBHOMO NOBEAEHUSA B CETH.

MoOunbHbIA TenedoH

CoBpemeHHble cMapTdOHbI M NNaHLWWeTbl coaepkaT B cebe BnonHe B3pochbii oyHKUMOHAnM, 1
Tenepb OHW MOTYT KOHKYPUPOBAaTb CO CTauMOHapHbIMU KoMMbloTepamu. OgHako, cpeacTs 3aluThbl
Ansi NoA06HbIX YCTPOWCTB NOKa O4eHb Mano. TeCTMpoBaHNE U MOUCK YA3BMMOCTEN B HUX
NPOUCXOOUT HE TaK MHTEHCUBHO, Kak angd MK, To xe camoe kacaeTcs 1 MOOUINbHbBIX MPUMOXEHUN.

CoBpeMeHHble MOBUIbHbIE Gpay3epbl YXKe NPaKTUYeCkn AorHanu HacToNbHbIE aHanoru, oaHako
paclumpeHune dyHKUMOHana BreyveT 3a cob6or 60sbLUY0 CIIOXHOCTb U MEHbLLYH 3aLUMLLEHHOCTb.

[aneko He Bce NPOV3BOAUTENM BbINyCKalOT OGHOBNEHMS, 3aKpbIBalOLLNE KPUTUYECKME YSA3BUMOCTH
AN CBOMX YCTPOMNCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTU MOOWIBHOIO TenedoHa:

1. Hnyero He siBnsieTca no-Hactosiwemy 6ecnnatHbiM. byab ocTopoxeH, Befb koraa tebe
npeanaralT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT ObITb CKPbIThI KakMe-TO naTHbIe YCryru;

2. lymaii, npexae Yyem otnpaBuTb SMS, hoTO unun BMAEO. Thl TOYHO 3HaAELb, 4e OHW OyayT B
KOHEYHOM uTore?

3. HeobxoamMmMo o6HOBMATL ONepaLMoHHY0 CUCTEMY TBOEro CMapT(oHa;



4. Vicnonb3yn aHTUBUPYCHbIE NpPorpaMMbl Anst MOBUNBHBLIX TeNeOHOB;

5. He 3arpyxan npunoxxeHnsa ot HEU3BECTHOIO UCTOYHMKA, BEOb OHM MOTYT coaepXaTtb
BpegoOHOCHOE NporpamMmmMHoe obecrneyeHune;

6. Mocne Toro Kak Tbl BolnAeLWb C canTa, rae BBOAMI NUYHY MHAOPMAaLIMIO, 3ainan B HACTPOMKK
Opay3sepa 1 yganu cookies;

7. I'Iepmop,vlqecm nposepﬂﬁ Kakue nnatHble yCnyrn aktuBnpoBaHbl Ha TBOEM HOMEpPE,

8. [laBai1 cBoVi HOMep MOBUIBHOrO TenedoHa TOMbKO MIOASIM, KOTOPbIX Thbl 3HAELLb U KOMY
[0BEpPSieLLb;

9. Bluetooth gomxeH GbITb BIKMOYEH, KOraa Thl UM He Nonb3yellbes. He 3abbiBan nHorga
npoBEpPsITb 3TO.

Online urpsbl

CoBpeMeHHbIe OHMaMH-UIPbl - 3TO KPacoYHbIe, 3axBaTbiBaOLLME pa3BreveHns, obbeauHsitowmne
COTHM TbICAY YenoBeK Mo BceMy MUpy. Vrpoku nccnegyrot AaHHbIA UM MUP, O6LLa0TCA ApYr C
LPYroMm, BbIMOMHSIIOT 3aaHusl, CPaXarTCs C MOHCTPaMU M MOMy4YatoT OnbIT. 32 yA0BOSNLCTBUE OHM
NAaTaT: NOKynatT AUCK, ONfaYnBaoT abOHEMEHT UM NPUOGPETaoT Kakne-To Onuumn.

Bce aTv cpeacTea vayT Ha noadepKaHve 1 passuTMe Urphbl, a Takke Ha camy 6e30nacHoCTb:
COBEpLLEHCTBYIOTCS CUCTEMbI aBTOPU3ALMM, BbIMYCKAKOTCS HOBbIE NaTyy (LdpoBLIE 3annaTku Ans
nporpamMm), 3aKpbiBalOTCS YSI3BUMOCTY CEPBEPOB.

B nogo6HbIx nrpax CTounTt onacatbCA He CTOJIbKO CBOUX COMNEPHUKOB, CKOJIbKO KpaXX1 TBOEro naposi,
Ha KOTOpPOM OCHOBaHa cuctema aBTopusaunin SonbwnHCcTBa urp.

OcHoBHble cOBeTbI N0 6e30MacHOCTN TBOEro MrpoBOro akkayHTa:

1. Ecnn gpyroi urpok BeaeT cebs nrnoxo unu cosgaeT Tede HeNpuUATHOCTU, 3abnokmpyn ero B
CMUCKE UTPOKOB;

2. MNoxanynca agMMHUCTpaTopaM Urpbl Ha NI0OXoe NoBeAeHNe 3TOro UMPoKa, KenaTenbHo
NPUMOXNUTb Kakne-To AoKa3aTernbCTBa B BUAE CKPUHOB;

3. He ykasbiBan niMyHyto UHbopmaLmio B npodpaine vrpbl;
4. YBaxkan gpyrnx y4acTHUKOB NO Urpe;

5. He yctaHaBnuBan HeodmumarnbHble NaTtin u MOAbI;

6. Micnonb3ayi cnoxHble N pasHble Naponu;

7. Jaxe BO BpeMs Urpbl He CTOUT OTKMOYaTb aHTUBMPYC. MoKa Tbl Urpaellb, TBON KOMMbIOTEP MOryT
3apasuTb.

OULLINHT unn KpaXka JNMMYHbIX aHHbIX

OOGbIYHOM KpaXkel OeHEr N JOKYMEHTOB CEIOAHS Y)KE HUKOTO HE YAMBWLLb, HO C Pa3BUTUEM
WNHTEPHET-TEXHONOMIA 3M10YMbILLSIEHHVKN NEPEMECTUNNCL B UHTEPHET, U NPOOOIHKAOT 3aHNMAaTbLCS
«JTIOOUMbIM» OENOM.

Tak nosiBunacb HoBas yrpo3a: MHTEPHET-MOLLEHHMYECTBA UNKU (PULLMHT, rNaBHas Lienb KOTOPOro
COCTOUT B MOMy4YEeHMUM KOHMAEHUManbHbIX AaHHbIX NONb3oBaTenen — NOrMHOB 1 napornen. Ha
aHrnunckom ssbike phishing uMtaetca kak ouwimHr (ot fishing — peibHast noens, password —
naponsb).

OcHoBHble coBeTbl Mo 6opbbe ¢ PULLNMHIOM:

1. Cneam 3a cBOUM akkayHToM. Ecnu Tbl nogo3peBaellb, YTO TBOsi aHKeTa Obina B3nomaHa, To
Heobxoaumo 3abnokupoBaTh ee N COOOLMTL agMUHUCTPaTopam pecypca 06 3TOM Kak MOXHO
cKopee;

2. Nicnonbayi 6esonacHble Beb-canTbl, B TOM YNCIE, UHTEPHET-MarasmHoOB 1 MOMCKOBbLIX CUCTEM;

3. Vicnonb3yi cnoxHele n pasHble naponu. Takum obpasom, ecrnv Tebsa B3nomaroT, TO
3M10yMbILUNEHHUKKX nonydaT OOCTyn TOJ1IbKO K OAHOMY TBOEMY I'IpO(bVIJ'IPO B CE€TU, a HE KO BCEM;



4. Ecnn Tebs B3nomManu, To HeobxoaMMo NpeaynpeanTb BCeX CBOMX 3HAKOMBbIX, KOTOpbIe
nobaeneHbl y TebS B Apy3bsiX, 0 TOM, YTO Tebs1 B3nomanu n, BO3MOXHO, OT TBOEro MMeHn byaeT
pacchiniaTbCsl Cnam U CCbINKM Ha (PULINHIOBbIE CalThbl;

5. YcraHoBu HagexHbIi naponb (PIN) Ha MOBUIBbHBIN TenegoH;
6. OTknNto4YM coxpaHeHue napons B bpaysepe;

7. He oTkpbiBaw cainbl 1 gpyrue BroXeHUs B NMCbMax Aaxe eCriv OHU NPULLIY OT TBOUX APY3en.
Jlydiie yTOYHM y HUX, OTNPaBNAnNu N oHn Tebe aTn channeol.

Lindposas penyTtauus

Lindposas penytauus - 3To HeraTMBHas Unn No3nTUBHasi MHpopMaLms B ceTu o Tebe.
KomnpomeTupytoLwast MHopMaumsi pasMeLleHHas B MIHTEPHETE MOXET Cepbe3HbiM 06pa3om
OTpa3nTbCA Ha TBOEWN pearnbHoOW XunsHu. «Lincdposasa penytaumnsa» - aT0 TBON UMUAXK, KOTOPbLINA
dopmupyeTca n3 nHcpopmauum o Tebe B MHTEPHETE.

TBOE MecCTO XMTenbcTBa, y4ebbl, TBOE hMHAHCOBOE NONOXeHMEe, 0COBEHHOCTM XxapakTepa u
paccka3sbl 0 6rn3kMX - BCe 3TO HaKannmnBaeTCcs B CETU.

MHorvne NnoApOCTKM NIErKOMbBICIIEHHO OTHOCATCS K MyOnvKkauum nn4Hom nHcopmaumm B IHTepHeTe,
He NOHMMasn BO3MOXHbIX MOCNeACTBMIA. Thl AaXe He CMOXeELUb AoragaTbCa 0 TOM, YTo doTorpadus,
pa3mMelleHHasa 5 neT Hasag, cTana NpPUYMHOM oTKasa NpuHATL Tebst Ha paboTy.

KoMmmeHTapumn, pasmelleHme TBomnx dpotorpadumi n gpyrme 4eNCTBUA MOMYT HE MCYE3HYTb Aaxe
nocrie Toro, Kak Tbl X yAanuib. Thl HE 3HaeLlb, KTO COXpaHUn 3Ty MHopMauuio, nonana nm oHa B
NMOWCKOBbBIE CUCTEMbI M COXPaHMMach N OHa, a rNaBHoe: YTO NoAyMatoT o0 Tebe okpyxaroLlee nau,
KOTOpble HangyT 1 yBMaAT 310. HanTn nHdopmaumio MHOro neT cnycTa CMOXET 1000 - Kak 13
[00pbIX NOBYXAEHUI, Tak U C HAMEPEHUEM NPUYNHUTE Bpes. ITO MOXET ObITb KTO YrogHo.

OcCHOBHble COBETbI M0 3aLuMTe LMpPOBOIN penyTaumu:

1. MNogyman, npexae 4em 4To-To NybnukoBaTth 1 NepenaBaTh y cebsi B 6nore unm B coumarnsHom
ceTu;

2. B HacTpovkax npoduris yCTaHOBM OrpaHU4eHnst Ha NPOCMOTP TBOEro NPodusia u ero
COAEePKMMOro, caernan ero ToNbKo «Ansa Apy3emn»;

3. He pa3meluan n He ykasbiBai MHGOPMaUMIO, KOTOpasi MOXET KOro-rnimbo ockoponaTb unm
obmxaTb.

ABTOpCKOE NpaBo

CoBpeMeHHbIe LLKOMbHUKM- aKTUBHbIE NOnb3oBaTeny umMdgpoBoro npoctpaHctea. OgHako ganeko He
BCE 3HalOT, YTO NOSIb30BaHNE MHOMMMU BO3MOXHOCTAMW LMdpoBOro Mupa TpebyeT cobntoaeHus
npaB Ha UHTENNEeKTyanbHyt COGCTBEHHOCTD.

TepMUH «MHTennekTyanbHas COGCTBEHHOCTb» OTHOCUTCS K PasnnyHbIM TBOPEHUAM YEN0BEYECKOro
yMa, HauMHas C HOBbIX N306peTeHni 1 3HaKoB, 0603HaYaloLLMX COBCTBEHHOCTb Ha MPOAYKTLI 1
YCINyru , U 3aKaH4mBas KHUramu, potorpadomsiMmn, KMHOUNbMamMu U My3blKanbHbIMU
npounsBeaeHUsIMU.

ABTOpCKME NpaBa - 3TO NpaBa Ha MHTENNEKTyarnbHyl0 COGCTBEHHOCTb Ha NPOU3BEAEHNST HAYKX,
nuTepaTypbl U UCKycCTBa. ABTOPCKME NpaBa BbICTYMNalOT B KAYECTBE rapaHTUM TOro, Y4To
WHTENNeKTyanbHbIN/TBOPYECKUiA TPy aBTopa He ByaeT HanpacHbIM, 4acT eMy cripaBeasiBbie
BO3MOXXHOCTW 3apaboTaTh Ha pesynbTaTax CBOero Tpyaa, Nofy4YnTb M3BECTHOCTb U NPU3HAHKE.
HukTo Ge3 paspelLeHMs aBTopa He MOXET BOCNPOU3BOANUTL €r0 NPoM3BeAeHNe, pacrnpoCTpaHsaTb,
ny6rnMYHO AEMOHCTPUPOBaTh, NPoAaBaTh, UMMOPTUPOBATb, NyckaTb B MpoKaT, MyGNMYHO UCMONMHSTD,
NoKa3bIBaTb/UCMONHATL B 3chupe unm pasmelatb B MIHTepHeTe.

Wcnonb3oBaHne «nupaTcKoro» nporpamMmmHoro obecneveHus MoOXeT npuBecTn K MHOrMM pUCKaM: OT
noTepun AaHHbIX K TBOUM akkayHTam [0 6J'IOKVIpOBKI/I TBOEero yCTpOIZCTBa, roe yCTaHOBJ'IeHHbIIZ He
nierarnibHaa nporpamMmma. He ctout Takke 3abbiBaTb, 4YTO CylleCTBYeET JeralibHble U ©ecnnaTtHble
nporpamMmbl, KOTOPble MOXXHO HanTK B ceTu.

O noptane



CeTeBMYOK.pc - TBOW rMaBHbIN COBETYMK B CETU. 3AEChb Thbl MOXELLUb Y3HATb 0 6€30NacHOCTM B CETU
MOHSATHBIM U SOCTYMHLIM SA3bIKOM, @ NPV BO3HWKHOBEHUM KPUTUYECKON CUTyauum obpaTutbes 3a
CoBETOM. A TaKke NPUHATb y4acTue B KOHKYpCax U cTaTb CaMbiM LMPOBLIM rpaxxgaHnHom!

Mucemo MuHoGpHaykn Poccnn ot 14.05.2018 Ne 08-1184

O HanpasneHun nHgpopmaummn

© Martepuan n3 CnpaBoyHon cuctembl « ObpasoBaHme».

MoapobHee: http://vip.1lobraz.ru/#/document/97/443572/po480/?0f=copy-6d365cd948
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